MANAGEMENT OF
INFORMATION SECURITY AND
FORENSICS
CS 307

Catalog Description

PREREQUISITE: CS 201. Study of information security and digital
forensics using practical case studies. Emphasis is on developing
security policies, security management and practices, utilization of
digital forensic tools and techniques, risk management, security
project management, and protection mechanisms. Major
components of the course are hands-on projects on digital forensic
investigation and security management case studies.

Course Objectives

e To develop an understanding of basic information security and
forensics terminologies and concepts.

e To understand the practical realities of threats to information
security and the methods, tools, and techniques used to
mitigate them.

e To be able to identify the types of attacks, their underlying
nature, and the problems and solutions associated with them.

e To be able to understand risk management, its importance,
and its development.

e To understand the relevance of information security policies,
the models, and the guidelines for their development.

e To understand digital forensics and investigation and to be
able to perform an in-depth analysis and to report significant
findings.

Course Materials

e Textbook

> Title: Management of Information Security, 2" ed.
o Author: Whitman and Mattord
o Publisher: Course Technology
o Date: 2008
e Software
o Powerpoint reader




o PDF reader

o Internet Browser (MS Internet Explorer or Mozilla

Firefox)

e Supplementary Resources
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o http://csrc.nist.gov/publications/nistpubs/

o http://www.niap-ccevs.org/cc-scheme

o http://www.cnss.gov
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CISSP, CISA, CISM,
GIAC, SCP, CCE, CIFI,
SSCP
c Empl(_)yment Policies and 0.5
Practices
d Security Custodian 0.5
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b 1
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XIII D|g|taI_For_enS|cs and 2.5
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Course Policy

Examination Proctoring

The JSU policy for proctoring of examination for an online course is
found in the following link:

http://distance.jsu.edu/DLProctoring.htm

Please note that, if a student lives in the Jacksonville area or
nearby, the instructor will make arrangement for that student to
take the exam on campus. Otherwise, the student must seek
someone to act as a testing agent or proctor. The student is
responsible for any cost associated with exam proctoring.




Grading Policy

Test 1 25%
Test 2 25%
Onln_wg dls_cu55|on 5%
participation
Homeworks/Case o
Study 15%
Final Exam 30%

Grading scale
(Percentage)

90 -
above

80 - 89
70 - 79
60 - 69
below 60
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Other Course Policies

Any individual who qualifies for reasonable accommodations under
the Americans With Disabilities Act or Section 504 of the
Rehabilitation Act of 1973 should contact the Instructor
immediately.

Course Syllabus

The syllabus for this course can be downloaded here in PDF format.
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